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1 , j y i The applicant is hereby notifecs mat the (ntemafional sastfch rejMrt and the written Opifticn of the Nernasionai Sea!«hiog 
■ Aijtfiorifytisvs been estabtehedanct are transj'vnecthefswim, 

Fitiog of amendments and statement under Article t9: 

Tfl^^aqJC!«a^!i;--i':^■(;cc.t.;h^■'SOw';!les, U.>.i-<-->:k1;i--, ■ ■• iiAj^pln-BlwriC-'cfWioSl 

When? The txxKj >:rH -jf fnifiy iuvti a!«ert.-3mv;!iJ5 ss. -v.'^vilv ^ ^\-^ ■ 'iw; tUa oaie ot ifansircttai 6! Uio 
imcmaifona Saafcn Report, howevts?, for jiwe c«wt/&, see the r(ot6«o« frts acsjotnpa.'sytng snset, 

Wim»7 Dif ecf^ to the Imematiofiar Sufssao oJ WiPO, 34 chemio dss Cotombettes 

1 21 1 Geneva ao, Swiiasitand, FaacimBe No:; (*1 -28) 748,1 4:3S 
For mora d«taitiKtlRStruc'Uori», is«« the noftss on |}te &ecompainiying sheet 

2, ni The af^ticaot MS hereby notifigii that insernatSofSJseafctjfSpPrtwiMlffi esti^fShiad arKt Siai the declare 
"""" Aftic!e17{2)(9)tottiate8eel8ttdthevvrttte(i«?pWonof*8tntern3^^ 

3, [~j Wiiti f«ga«j Xo the prote^ against payment of {an) addifionai tee<s) under Rufe 48,a, ttJ& appttcant is fiotSted ihist: 

f j the protest togetttervwfii the decision theteon has teeti trartBtnifted to the Intemafionat Bureau together with jhe 

appiieant'e fiEKffiest to fctwarsj ttie tffltts of boti? ths protest and ttie decisfon fhefeon to the designated Off te»s. 
[ ^ ftp decision has madayet on the protest; the applicant w!! be notified gs som as a decision is mads. 

4, Reroin«ieTS 

Shortly after the sxpiratson of 18 motntha trom the prterify date, the itJtemsjfotiaJ application wiif bepubSshed by she 
Ini-smatiorsai Bureau, if the e^piieaffi wishes to avoid or postpone ptibSieatton, a notice of withdrawal o* the lotarnationat 
appt:catior>, or of she pftofiiy daim, must roach the imemationaf Suraau as provided in Holes 9(ibh ^ arid gotJ/s.3, f ssixsctiveiy, 
before ths comptetton of the techriicaJ pfeparaiions for intemationaf pobitcaiiotv 



"H-ie sppiicant rsay soomit comments on an tnforwa) bjasts ort the wriaett opititon of the mternaiionsi Sesrcntng Ajtboray tt. fie 
ifiternationai SureasJ. Ths ftilernatfotwt Bureau Mil setKl a copy of SKch comme"ts t«) a'l desisneted Ots.tas uon&s a-) 
intematfotiiat preliminary examtnatiott trepotf has (seen or is to tie estabtished. Ttiese comments would also be made avaiiaijie- to 
tfie puWic bt« not before the sxpirafioo of 30 trsonth* frotn the priorSy date, 

Wifhtn 19 mortths ffons ths priority data, but ooty in respect of some designated Offices, a derrsand forinternation^ pfeiiwinary 
examination must be Siad if the appftcarjt iwshes to postpone the entry (mo the nationa) phase wtitS 30 mtmths from the priority 
date (ffi some Offices evm faler); otherwise, the appiicat^t must, wilWrt 28 Htontftt frorfi ttie prtority date, parfortn the prsscfioed 
acts io! onirv imo the rsationat phase before those des^nafed Offices. 

;n rn^pecioi oihm desjgrtated Offices, ttie (imsittnitoiSCt months (ortatar) wstaj^fy em if no demand is tiled withtrt ts 
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j^pficant 



? his imernsJionai Search RepofJ has been pf«paf«d by !^tls Jnrff'rsasionsi Seafcfssnj) Authority arsi is transmitied to tha appiicsnt 
according to Articte 18. Aoopy is beifjg ifsnstniaed to the iritejnaittrsa! Bureau. 

This intematiof^al Seatch Report oenstets «)f a lotai of .fe....™™,™. sheets. 

} X } li is aiso accorr^anieti by a «w Of each prtof art (tesumsiit eSteef 'is\ Shis tisport> 

) . gaais o< the repart 

a. WiE>. fegst'oiothf tangoage, 'hefitcn.^jwa >caT' AC- i^a^is of the irtematiooai j: ; - - .-u 

language it? wfKcfi (( was hi«cl, untess omewist? !ii<:iicaffi-j nntier if"!< 

The! ifitef (lationas search was carfieo out on tr>c oasss ot a tf Aosiate of ihe intemstionai dpC/!fCv=stk}ti ivjjnishstj !o 
4hisAutticrily{Ru!e23.l<b)). 

b. fl Wift i'egard to any ftueteoScte a(»*or amino scW tSMttttmoe diaciosed to the intemationai ia{H)!tea8ofl< see Box Noi ! . 

2. fj Cartain ciafffts warn tound unsMjarchabts (Sob Box it), 

3. Ig] Unity 0* invention is lacking {see Box 

4. Wish!isgafEJtotfis«fe, 

fxl the text is approved as subsi^itted by the appSoarst: 

fj the text has been astablfehec! by thfs Auftoriiy to ressiJas toSows: : 



With mganS jo the atoattHct, 

!xj ttie lext is appjwatJ as submitted by ihe a«Ji(oam. 

r 1 the text has beSfi estalStshedvaccordirig to fl«!e3e.2(b)v by a*iB Authority as n 

' ' may, w«thio orte mof«h Srow the tJate of msifingpt ttiis imernatto search report, subfflrt oomme«Ss to this Authority, 
With regard ».o the dfawJngSi 

a. the ticjure oJ !fK=> drawings to be pijpitshistt w«h She abstract is Figure H«, ^ 

f I as suggsstad by tiie appficam. 

i' ] as selected by Uiis Attihority, ijscaose tt^e appiicant saiteti to suggest a figuRs. 

i ] ;i!> selffcied by tfiis AuiSwisy, because ftiss figure better chaf3Cieri2es the tfwemior*. 

b. ! X 1 nofse of !he figures is to be pubfsshtJd wirti tiie abstract. 
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This Interfjatiofial Searching Authority found fsultipie (groups of) 
Inventions in this international application, as foTlows: 

1. claims: 1-5,7-9,21 

determining access rights to trusteiJ dictionary 

2. cUitis: 6 

using Security chip 

3. claifijs; 10-11 

handlino copy-protected media 

4. claims: 12-20 

designing and debugging application 
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EPO-Xnternal 



■ OOCUWeHTS CONSiOERBP TO B6 fteLSVANT 



SC0TT OAKS: "Java security- 
Hay 2001 (2001-05), O'REILLY , 
SEBASTOPOL, CA95472 , XP002321663 
page 261 - page 287 
page 309 - page 310 

US 2002/ia4520 Al (BUSH WILLIAM R ET At) 
S Decsfsber 2002 (2002-12~OS) 
abstract 

EP Q 875 814 A (SONY CORPOf^ATION) 
4 November 1998 (1998-11-04) 

abstract 

US 2003/135746 Al (AeBOTT PAUL HAftfty ET 
AL) 17 Ouly 2003 (2003-07-i?) 
abstract 



l~S,7-9. 
21 



1-5,7-4, 
21 



1-5,7-9, 
21 



1-5,7-9, 
21 



I drMtin Jte geix3j3) state o* the Art vshtch is ftol 

^-■artle{ ck)i::wfflen^M!•.*^iJtehs<^0!li3rafii?rt!•* imemanoaai: 

"L" ■ao'.u^tH>^^ vvtojh may fhfow ttaJbts on p!Wt<(y- ^^^(sjor 
whicfi IS siiixi to ssiattei! Bts fsiMiyatioa -itiflB of aiH>t!i« 

•O" *KSiniesn( »8«an»t3 to ars orai oisetostma, dse. «xi))l^ion«r 



* and m iu <»B!iici <m> m Sjspiteaiioa i>(j< 



cannot i« ionnK-setiM --vv^i ij.- cannot ix 
involve a« .nventn,*.- step iht ^toi u 
•y fli>cu>n«<ii ot (jan(f,«iaj rdevartce; tte c.iai! 



!fj wtifiii (he 
a persons)! 
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Natneattfittiwisriii^t 
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)!i ct tteamcnt. mi> indtrntm. where appropriste. of »« relevant passages 
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US 5 651 111 A fMCKEEHAN ET AL) 
22 July 1997 {199?~07-22} 
abstract 

US 2001/037450 Ai (METUTSKI EVGUENY A ET 
AL) 1 NoveBJber 2001 (2001-11-01) 
abstract 



SUN MICROSYSTEMS, INC.: "JPDA Overview" 

J2S0K/J2RE - L4.X„07 DOC«NTATIOS, 

•Online! 27 September 2001 (2001-09-27), 

XP002330722 

SUN DEVELOPER NETWORK 

Retrieved from the Internet: 

URL ; http ; //;|ava . sun . com/product s/archi ve/l 

fKiex.titmlx 'retrieved on 200S-07-06! 

the whole document 

SUN MICROSYSTEHS, INC.: "Java PLatforsi 

Debugger Architecture" 

02SDK/v)2RE - 1.4. U07 DOCUMENTATION, 

'Online! 2? Septessber 2001 (2001-09-27), 

XP002330723 

m DEVELOPER NETWORK 

Retrieved from the Internet: 

URL ; ht tp : /7j a v a . s un , com/ products/ archl ve/i 

ndex.htm!> 'retrieved on 2005-07-061 

the whole document 
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WRITTEN OPiNiON OF THE 
INTERNATIONAL SEARCHING AUTHORiTY 

(PCTRule43d/S.1) 






i Date of msuiirig 

i (diiyiixtnthy^iar) sfti^ foirri PCT.:SA.210 {second sheet) 


Appiicant's or jsgenfi liie f«>lerBrice 
see form PCT/!SA'2?0 




\ FOR FURTHER ACTiON 


iiitcTfiatJona! appiK^ton f^tJ s 
j PCT,€P2004,'0S2884 1 


09.11.2004 1 26.11,2003 



S JtileroatHsnai Patent Ctassifieatton {IPC? or boih nationa! da&sica«<>n and JPC 



I INTERNATiONAt BUSINESS MACHINES CORPORATION 



Tftfs opinion eontatnstndicattons relattog to tiieioBowing items: 

IS Box No: i Sssisofth«opimor> 
O Box No !l Pfiofity 

S Box No & Nofi-«sJabltshmer({ of opinion wfth fegartJ to noveily, inventive step af>d mdustriai applScabiiity 
® SoxNoJV Lack o? unity of invembn 

El Box No, V Reasofted statement tioder Rate 436*s,1(a){i) with regarcj to novelty, ioventive step or tndustriaf 
appiieabiDty; chatbrts and explanations sutjporting such statement 

□ Bc»t No. V! Certain documents cited 

□ Box No. Vlt Certain detects in the intemationai application 

□ Box No. Vil! Certatn observations on ttie tntefnationa! appitcatton 
PURTHER ACTION 

if a {Seniand 'ot international pteisminary examinatioo is mads, this optnioj-i will usoafiy be considered to be a 
wrttten opirsKsn oi tii# imernaiional PF«ftmtttary examining Attthortty {"iPEA"). Howevef. this does not apply where 
the applicant chooses an Authorfly Other than this one to bft the Jf*EA and the chosen !(*£A has notffed the 
intsrnationai Bureau under Rufe 6e,1fcfe{to) lhat written opinions of ^is Intemationai Searching Authotity 

wjfi not b© so considered. 

{f this opinion (s, a.s firovided above, considered to !>e a written optnion of thse iPEA !he appiican! is invited to 
submit to the iPEA a written repty together, where apprqariate, witd amendmerjts, before the expiraton of ir-^s 
months from the date of mailing of Form PCTASAS20 or ijefore th« ©xpiratton of 22 montiis from She priority date, 
whichever expires fater. 

For further i^tiOfts, see ftjrm PCTSSASgO. 

Pof fijtthef d^taifs. see mtm to Form PCT/!SAiE20- 



! Name and maiiirig a«klress 0* !h« toft 
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initematiooa! appiteatiOfi No. 
PCT£P2004.O52884 



Box No. I Basts of the opinion 

1. With regard to the language, this opioiori has been established on the basiS oS the internatiortai applicatioft irt 
the language in whfch rt was ff(ect> unfess otherwise indicated under ttvis ftem. 

O Jtiis opinion has been established on the basis of a translation from the or ^inaf language imo the foltowifig 
ianguaqe . which is the tanguage of a translation lurt^ished for the purposes of intematiana! search 
(under Rules 12,3 and 23,1{b)), 

2 With regard to any nucleotide an<M»r amino acid seqaem:© disclosed in the mternattonal application and 
nscessary io the claimed invention, this opinion has laeen eslat>ttshed on the basts ot; 

a. type of rnatenal: 

O a sequence listing 

□ tabte(s) related to the sequence listing 

b. fermaf of material: 

□ it? written SQirm^ 

P in CO mpyter readable form 

c. time of ftlifjg/Jurnitshing- 

O contained )n the tnternatK-inai appKcatwf^ as fiied. 

O filed together w<th the mternatsonat appiicatson in computer readable U>m. 

D furnished suljsequentV to this Authority for the puiposes of seafSh. 

3- O in addftfoo, m the case that more than one vei^ion or copy of a se^^uence listing andA)r table reiattng thereto 
has been hied or furnished, the required sialements that the iiiiorrnation in the siA>sequent or additional 
copies is identical to that in the application as tiled or does not go beyond the application as tiled, as 
appmpnale, were ^mished. 

4, Additiona! comments; 
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internationaJ appfieatjon No. 
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Box No. ft! Non-ssiabUshment oi opinion with regard to novelty, {fjventlv© step and in<lustr}a! 
3{^>teabUi ty _™_„ 

The questfons whether the ciaimed inventtan appears to be noveii to imoive an inventive step (to be nor? 
o&v«3us), or to bo industrialiy appiiGabte have r«}t besn examine ift respeei of: 

□ the entire tnternatjona! aj^Neatiprj, 
M ciatmsNos-6, tG-11 

□ the said internatfoftat applfcation^ or the said dai^^ relate td the followfng subject matter which 
does not require an tntematipnat pretinntnafy examination (specity): 

D the eteseription, ctatms or drawings (Micate pmkular eiermfm below} or saicJ ctaiftis Nos. ar^ so 
uficfeiar Star no meanirii^Ml Oj^fJion ts)u!d be forrned (^Jecify): 

O the csaims. or said ciaims Nos. are so toadequateiy supported by the descrtptson that m meaningtu! opinion 
couid be foro^ed- 

E no intematiorial search report has been estabtistted for the whole apptication or tor said clatms Nos> 6, 
10-11 

O the nucleotide anct-br amino acid sequence itstog ttoes not eompiy wftft «ie standapd provided for in mmx 
C o< the Ac^tfJistrative ihs&uctions tn that: 

the wrrttefi form D has not been lurnfehed 

O does not comply wiSh the standard 

the computer readable form □ has not been ttirnished 

□ does not comply wtth the standard 

□ the tabfes related to the nucteotide aodfer amino acid sequef\ce tisting, if in computer readable tarm only, do 
not comply with the technical requirementa provided for in Apnex C-fifSOf the Adminfetrative instructions. 



□ See separate sheet for further (ietaite 
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Box Wo. }y Lactt of unfty aft Invention ' 

1 . S In resports-^ to the invitaiiofi (Fbrm PCT/JSAS06) to pay addttiooat fees, the applicant tias: 

S paid additionat fees, 

D patci additwai fees under protest. 

O net paid dddtttonal fees- 

2, D This Either % found that tiie re<jjutrsment of unity of ioveoSon is not ©jmpiiecf wftft and chose not to invite 

the a^iicant to pay additional! fees. 

3, Ttifs Authofity considers th^ tfie fequirwReht of unity of invention to ^ecordance with Rufe 13.1, 13.2 and 13.3 is 
□ comptodwith 

S not complied with for fojfowirtg reasons; 
$0e s^rate sheeit 

4. Ckjhs^quentiys this import ftas been estabiished in respect of the foBpwto^ parts of the totes'nafional application: 
O all parts. 

ia the psirt^ relating to cfaims MpS- 1'5,7'9,12-S1 



Box Mo> V Beaded si»temdht under Bule 43l>l».1(a)|;i) wltf) fflMgard to novel^, inventive step or 

industrial applfcabaay ; cjSialion$ supporttog such sfateBHent 

1, ^afteiTiiBnt 

f»ioveRy(N) Yes: ClaBtts 2-5>9.12-g1 

No: Clatos 1 

inventive Yes: Ciaims 

m: Claims 1^6,7-9,12^21 

irrdwstriat awJlicabiiiiy (!A) Yes; Claims 1-5,7-9,12-21 

No; Claims 



2. Citations and explafjatjorts 
see mf^ram Siheet 
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Interfiattona! af^tteation m. 
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Re item IV. 

The separate inventions/groups of inventions are: 

i-5J-9,21 : determining access rights to trusted dictfonaiy 

6; using security chip 

10-11. handiing copy-protected media 

12-20; designing and debugging application 

They are not so linked as to form a singie generaMnventive concept (Bule 13,1 PGT| for 
the foitovsing reasons: 

The applicatfon lacks unity within the meaning of Afticle 17 (3)(a) PGT for the foliowtng 
reason; 

The single general concept linking together the daims 1-11; 12-20 is a method for runnmg 
a tamper-resistant application in a trusted environmef^t. 
This concept is generally known in the prior art; 

Furthermore, the singie genera! concept iinl^ing together the claims 1-5, 7-9, 21; 6; 10-11 is 
that the melhod comprises ail features listed in claim 1 , 

But, a method comprising ail these feauires is known irt the prior art, e.g. from a UNIX 
workstation running JAVA, see SCOTT OAkS; ">iAVA $ECURITY"i ISBN G-596-0016?-© 
(citations refer to this dooument); 

- defining a tnjsted virtual madne environment (a JAVA virtual machine provides seeunty 
and is therefore to be trusted) 

- that contains a tnjtsted dictionary for protecting dsata (the fife system, using the UNIX 
permission system and the security manager of JAVA, is already a trusted dictionary. 
Furthermore^ databases are commorify used tb further extend the functionality, if needed) 

- verifying the integrity of the applibation (commonly done wfith signed <ilass^s, see pg. 

272) 

- if the application is tampered AMth, the trussed virtual machine ehvifonment prevents the 
applieation fr-om acGessing Sfscmts In the trusted; dictionary, thus disafeiing the normal 
operation of the application (see aiso pg. 272, 273) 

Therefore the smsie general cortcept is hot new and not Inventive, contrary id Rule 13.1 



mm ISepBrate Sfseet! (Sfte^ 1) (EpOsJamJSiy 2S»4) 
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The special technical features of the groups of claims over said prior art are: 

1 . determining access rights to trusted dictionary 

2. using security chip 

3. handling copy-protected media 

4. designing and debugging appiicatson 

it is clear that there is no technical relationship amor^g these technica! features, cor^trary to 
Rule 13.2 PGT 

Re Item V, 

1 , Reference is made to the following document; 

Dt ; SOOTT OAKS: "iava security" May 2001 (2001-05), O'REILLY , SESASTOFOL. 
GA95472 . XP002321663 

2. 1st invention 

2.1 Independent claim 

The present applfcation does not meet the criteria of Article 33(1) PGT, because the 
sUbje<^-matter of claim; 1 is not new In the sense of Article 33(2) PGT> 

A method comprising all features of ciaim 1 is known In the prior art, e.0. frorti a UNIX 
wo»i<statlon running JAVA, see D1 {citations refer to this dpcurrtent): 

- defining a trusted virtual macine environment (a JAVA virtual machine provides 

security and is therefore to be trusted) 

" that contains a trusted dictionary for protecting data (the file system, using the UN IX 
permi^lon system and the security manager of JAVA, ts already a tnisted dtctldnafy. 
Furthermore, databases are commonly used to further extend the fuhctionality, If 
needed) 

- verifying the integrity of the application {cpmmdnfy done with signed classes, see 
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- If the appiicafion is tampered with, the trusted virtual machtn© environment prevents 
the applicatton from accessing secrets in the tfusted dictionary, thus disabtihg the 
normaroperatiGn of the appficatton {see also pg« 272, 273) 

2,2 dependent claims 

Dependent claims 2-5, 7-9, 21 do not contain any additional features which, in 
comisination with the features of any ciaim to which they refer, meet the requirements 
of the PCT with respect to inventive step, because at! ackjittbnaj features are eith^ 
known from D1 or corrimon general knovsfledge. 

a 4th invention 

3.1 Independent claim 

The present application does not meet the critena of Article 33{1) FGT, because the 
subject^mattfef of claim 12 does not involve an inventive step in the sense of Articie 
33(3) PCT. 

The problem to be solved by the present alleged invention may be regarded as 
producing a tamper-resistant application In a trusted virtual maehine environment. 

- it vw)uid be obvbus from common general knowledge that it must be determined 
whether any a^ect of the application needs to be tamper-resistant. 

- It would be obvious from common general knowledge that if any aspects of the 
^plication heed to be tamper-resistant, the access to this predefined set of 
application functions must be restficted, thereby defining one or more trusted bundles 
comprising these functions, 

- it would be obvious from common general knowledge that in order to debug the 
application, the virtual machine that is used needs random access to these functions, 
consequently it cannot be trusted, that means these functioris must be debugged on 
a non-trusted virtual machine. 

- It would Icf© obvious from common general knowledge that in order to achieve 
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tamper-resistance, the application must be deployed i!l the tatsted virtual machine 
environment. 

Solving the problem, the skiiled person wpulcj iriclude all features fisted above 'm a 
method of producing a tamper-resistant application and thereby arrive at the sabieet- 
matter of claim 12 without an inventive step. 

3.2 Dependent claims 

Dependent claims i 3-20 do not eohtain any additionati features Which, in oombtnation 
vwth the features of any claim to which they refer, meet the requirements of the PCT 
with respect to inverttive step, because all additional features are either known from 
D1 or common general knowledge. 
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